In this paper, a proof is given that there does not exist a linearized polyno-
Introduction
S(ubstitution)-boxes play an important role in iterated block ciphers since they serve as the confusion part and in most cases are the only nonlinear part of round functions. For efficiency of software and hardware implementations, S-boxes are often designed as permutations on F 2 2n in practice. These boxes should also possess low differential uniformity to resist differential cryptanalysis [3] . Almost perfect nonlinear (APN) functions provide the best resistance to differential attack. Much work has been done on APN functions [1, [4] [5] [6] 11] , but no one has found an APN permutation on F 2 2n , n ≥ 4 up till now [9, 13] . Therefore, the problem of constructing permutations with low differential uniformity over F 2 2n is of significant importance in cryptography.
Differential uniformity is invariant under EA-equivalence and CCZ-equivalence, but permutation is not invariant under these equivalence relationships. Then a natural idea for constructing permutations with low differential uniformity is trying to find permutations in the equivalent classes of F(x), where F(x) is a known polynomial with low differential uniformity. Some work has done by using this idea, see [9, 15, 19, 20] for details.
Recall that two functions F 1 (x) and F 2 (x) from F 2 n into F 2 n are called EAequivalent if there exist affine permutations A 1 (x), A 2 (x) ∈ F 2 n [x] and an affine polynomial A(x) ∈ F 2 n [x] such that F 1 (x) = A 1 (F 2 (A 2 (x))) + A(x) [5, 18] . When A(x) = 0, F 1 (x) and F 2 (x) are said to be affine equivalent. By considering graphs of functions, a more general framework is first introduced by Carlet et al. in [5] . We say F 1 (x) and F 2 (x) are CCZ-equivalent if there exists an affine permutation
The inverse mapping over F 2 2n is the most famous differentially 4-uniform permutation [2, 18] , which also has the highest known nonlinearity on F 2 2n [14] . In view of these reasons, the S-box of AES is designed as the composition of the inverse function on F 2 8 with an affine permutation. This means the S-box of AES is affine equivalent to x −1 on F 2 8 . Then it is interesting to investigate the following question: Up to affine equivalence, can we construct new permutations by using EAequivalence to the inverse function on F 2 n ?
According to the definition of EA-equivalence, if there exists a permutation EAequivalent and affine inequivalent to
is a permutation on F 2 n . Therefore, we only need to characterize the existence of permutation polynomials of the type x −1 + L(x) on F 2 n . Concerning this problem is also helpful for constructing permutations CCZ-equivalent to
is also a permutation on F 2 n , which is CCZequivalent and possibly EA-
is a linear permutation on F 2 2 n . The existence of permutation polynomials of the type x −1 + L(x) is first characterized in [15] , where the following conjecture was raised.
Conjecture 1 There does not exist a linearized polynomial
In [15] , some simulation results over small fields are given to support Conjecture 1. By making use of results from Kloosterman sums over a finite field, one can characterize the existence of permutation polynomials of the type x −1 + L(x), which leads to a complete solution of Conjecture 1.
The paper is organized as follows. In Section 2, some preliminary results are introduced that will be used throughout the paper. The proof of Conjecture 1 is provided in Section 3. The conclusion is given in Section 4.
Preliminaries
Let n be a positive integer, and F 2 n be the finite field of 2 n elements. Tr denotes the absolute trace map from F 2 n to F 2 .
In this section, let us recall some known results that will be used in this paper. First, we introduce the definition of Kloosterman sums. For any a ∈ F 2 n , the classical Kloosterman sum K(a) over F 2 n is defined as K(a) = x∈F * 2 n (−1)
. Some properties of Boolean functions are related to the complete Kloosterman sums, such as for λ ∈ F * 2 m , Tr(λx Tr(x −1 +λx) = 0 [8, 10] . Characterizing the set of those λ ∈ F 2 n with K(λ) = 0 is raised as an open problem in [8] . The complete Kloosterman sums are also useful for us to characterize the permutation polynomials of the type
The following results will be needed.
Lemma 1 [7, 12, 17] The following results are from [15] .
Theorem 1 Let n ≥ 3, and L(x)
is not a permutation polynomial on F 2 n .
At last, let us recall Hermite's criterion [16] , which is often used for determining whether a polynomial is a permutation over finite fields.
is a permutation polynomial of F q if and only if the following two conditions hold:
1. f has exactly one root in F q ; 2. for each integer t with 1 ≤ t ≤ q − 2 and t = 0 mod p, the reduction of
Permutation polynomials of the type x −1 + L(x)
Throughout this section, for an integer i ∈ Z, c i means c i , where i ∈ {0, 1, . . . , n − 1}
always denotes a nontrivial linearized polynomial, and for t ∈ N, ω 2 (t) denotes the number of nonzero terms in the binary expansion of t (often called Hamming weight). We shall first prove the following lemma that will be used in the subsequent discussions of this paper.
Lemma 4 Let n ≥ 4, and L(x)
Proof
, and
It is easy to check that for 0
Hence using the convention of notation in the beginning of this section, the coefficient of
Also, the algebraic degree of L(x) Taking the square in both sides of the above formula, we get the desired result.
By Lemma 4, it is possible to get more relations among coefficients of L(x) when L(x) is a linearized polynomial and x −1 + L(x) is a permutation on F 2 n . Some useful relations are given as follows.
Corollary 1 Let n ≥ 4 and L(x)
is a permutation on F 2 n . Then the following statements hold.
Proof By Lemma 4, setting i = k − 1, j = k + 1, we get (1); Similarly, by setting i = k + 1, j = 2k, (2) is obtained. The respective boundary of k follows from the inequality 1 ≤ i < j ≤ n − 1.
By means of Lemma 4, we can obtain many relations about the coefficients of L(x). But it is not enough to give a complete solution to Conjecture 1. However, the Kloosterman sums provide useful tools to prove that certain coefficients of L(x) are zero when
The following is such a result.
Lemma 5 Let n ≥ 3, and L(x)
is a permutation polynomial over F 2 n , then the following statements are true:
) is a balanced Boolean function, which implies that
Tr(x −1 +αL(αx))) .
is a permutation, we have c n−i = c 
Tr αc i (αx)
Therefore, ∀α ∈ F * 2 n , the complete Kloosterman sums K(αL(α)) = 0, thus (1) is proved. (2) By (1), ∀α ∈ F * 2 n , K(αL(α)) = 0. Hence by Lemma 1, we have ∀α ∈ F * 2 n , Tr(αL(α)) = 0.
Notice that 0 satisfies also the above formula, so Tr(xL(x)) = 0, ∀x ∈ F 2 n . (3) When n is even, ∀x ∈ F 2 n , we have:
by Theorem 1. Also
2 ), ∀x ∈ F 2 n , which implies c 0 = 0 when n is even. Similarly, when n is odd, we still have Tr(xL(x)) = Tr(c 0 x 2 ), hence c 0 = 0. Thus we complete the proof.
The following proposition is needed in the proof of Lemma 7. In this proposition, a + b always means (a + b ) mod (2 n − 1).
Proposition 1 Let n ≥ 5 and S k
Then the following statements hold.
, then there are three cases as follows:
. Then we have ω 2 (a + b ) = 3. The other cases can be proved similarly and hence a + b ∈ S 1 in this case. Case 3:
Therefore, (1) is true in this case. (2) The sufficiency is obvious, we only need to prove the necessity. As-
, which can be easily verified as in the case 2 in (1). Let {k } = K b \ {k}, then we have
We also recall the following lemma [15] :
. Then the following statements hold.
Tr(F(x)) = 0 for all x ∈ S if and only if there exists G(x)
Now we can prove the following key lemma: Proof
is a permutation on F 2 n . By Lemma 5, c 0 = 0, and ∀x ∈ F 2 n , Tr(xL(x)) = 0. Let
where γ ∈ F 2 n with γ + γ . Thus it easy to check that
Therefore, for any α ∈ F 2 n with L(α) = 0, the roots of equation
We know that K(αL(α)) = 0 by Lemma 5. Then according to Lemma 2, we have
for all α ∈ F 2 n \ ker(L). Notice that for α ∈ ker(L), the above formula also holds. Then we have
According to Lemma 6, there exists
where
is interpreted as an element in Z 2 n −1 , and
is the unique inverse of 2 in 3 . Let S k be the same set as in Proposition 1, where
. Considering the following cases:
can never be in x S1 according to (1) of Proposition 1.
(ii) The terms of K 2 (x) are of the form x
, and 0 ≤ j ≤ i − 1. (iii) The terms of K 1 (x) are of the the form x
By (2) of Proposition 1, it is in x S1 if and only if
which is equivalent to j = 1, i = 3.
Hence, the only term of
is a permutation on F 2 n . By Lemmas 5 and 7, we have c 0 = c 1 = c 3 = 0.
According to (1) of Corollary 1, we have
for 2 ≤ k ≤ n − 2. In particular, let k = 2, we get c 2 c 4 = 0. Using (2) Notice that from (2) we know that for
. This can be proved by induction on k. From the above theorems, an interesting problem is whether or not there exists a permutational polynomial CCZ-equivalent but not affine equivalent to x −1 when n ≥ 5? Currently we do not have an answer to this question.
Conclusion
By means of Hermite's criterion and some results of the complete Kloosterman sums, we have proved the nonexistence of permutation polynomials of the form x −1 + L(x) on F 2 n for n ≥ 5. Hence a permutation polynomial is EA equivalent to the inverse function on F 2 n if and only if it is affine equivalent to the inverse mapping when n ≥ 5.
